Vaibhav Batra

Cyber Security Consultant with 4 years experience in developing, implementing, and managing security solutions. Conducting
assessments based on Application security including (web, API, Android, iOS) along with network pentesting, Cloud security (laaS, Saas,
PaaS, IAM, s3-buckets) and Red-Teaming which includes Active-directory enumeration/exploitation along with OSINT, phishing,
spoofing, Social-Engineering. Seeking to leverage skills in enhancing digital security within a collaborative team setting.

X vaibhav.techio1@gmail.com B 8810499925

§ Faridabad, India B8 15, June 1996

B linkedin.com/in/vaibhav-batra-8b7014287 ) qithub.com/psyc177

EDUCATION

Class Xth
Shree Ram Model High School
2012 faridabad

Class Xlith
K D public School
2014 Faridabad

Japanese Language
MISAQ Japanese Language School

2018 Gurgaon
BCA

Jaipur National University

2022 Jjaipur

WORK EXPERIENCE

Language Interpreter
Saburi TLC

10/2018-11/2019 gurugram

As a Japanese language interpreter for customer support, | facilitate effective
communication between Japanese-speaking customers and English-speaking
representatives

Penetration Tester
Xtrude International

03/2020 - 03/2022 Noida

As a penetration tester, | simulate real-world cyber attacks, identify
vulnerabilities in networks, applications, and systems, and provide detailed
remediation recommendations to bolster organizations' security posture.

Security Engineer
INVIA

11/2022 - 08/2023 Noida

As a Security Engineer, | conduct comprehensive assessments of networks,
applications, and systems, identifying vulnerabilities and performing simulated
attacks.

Cyber Security Consultant

GoAllSecure

09/2023 - Working Jaipur
As a cybersecurity consultant, | performed pentesting (network, web, API,
mobile) and led red team assessments, focusing on Active Directory attacks,

phishing, social engineering, and spoofing, while delivering reports and
collaborating with blue teams to improve security defenses.

TOOLS KNOWLEDGE

Operating-system — Kali , Windows , MacOS

Network - Nmap , Naabu, Wireshark

Web — Burp-suite & Extensions , ZAP, Dev-Tools
Android -» MobSF, Jadx, ADB

I0S - Frida, Objection, Checkra1n
Active-Directory — Bloodhound, Mimikatz , Rubeus
Container - SonarQube, Docker, Kubernets, CI/CD
Phishing — Evilginx , Gophish

Scripting - Python, Bash

CERTIFICATES

JLPT N5 (2018)

® Japanese-Language Proficiency Test.

EWPTX (2022)
® elearn Web Application Penetration Testing Xtreme

CRTP (2024)

® (Certified Red Team Professional

BLOGS & WRITEUPS

https://mokshs-private-
organization.gitbook.io/crtp

https://mokshs-private-
organization.gitbook.io/htb-labs

https://mokshs-private-
organization.gitbook.io/offsec-notes

LANGUAGES

Hindi
Native or Bilingual Proficiency

English
Full Professional Proficiency

Japanese
Professional Working Proficiency
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